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Introduction

The WebBank is a new online-only bank from the Euro Bank. The WebBank will provide its customers with an online banking service where they can perform all their daily banking needs via a fast, easy-to-use and secure website. The system will be developed over a number of phases with the first providing basic services.

Phase 1 services

The phase 1 website will cater for the following services:

Register

A user can register for an account. The user provides personal details such as name, address, date of birth and national ID number. After 48 hours (to perform identity and credit checks) the user is emailed their login id and account number and posted a secure ID hardware token and, separately, a PIN.
Create account

A registered user can create one or more accounts from the following types:

· Current: no minimum deposit, overdraft facility, small interest, can be used to pay bills, instant access to money

· Instant Savings: no minimum deposit, no overdraft facility, medium interest, cannot be used to pay bills, instant access to money

· Long-Term Savings: minimum deposit, no overdraft facility, high interest, cannot be used to pay bills, money can only be withdrawn with 60 days notice

Each account has a number and the user can give it a name. 

View account

A registered user can view the balance and transactions related to any of their accounts. Transactions can be viewed over the past week, month or 6 month period.

Download statement

A registered user can download a statement in the form of a CSV file for any of their accounts.

Transfer money

A registered user can transfer money, up to a limit of €50k per day, between their accounts. Transfer is instant except in the case of transferring money out of a Long-Term Savings account.

Pay bill

A registered user can arrange the payment of a bill. They need to provide the account details of the payee, plus a date of payment and reference.

Order debit card
A registered user can order a debit card for a current account which will be sent to the home address in their profile. Savings accounts cannot have a debit card associated with them.

Update profile details

A registered user can change details such as their home address and their name.

New hardware token request

A registered user can request that a new hardware token is sent to their home address. This may be because they have lost the old one or because it is broken.

Crib Sheet – Non-functional requirements

· Performance

· 'Home page' sub-second response time

· Other page views < 2 seconds

· Login < 2 seconds

· Form submission < 3 seconds

· Usage profiles

· Availability

· Less than 30 minutes unplanned downtime every 30 days

· Less than 6 hours planned maintenance downtime once every 3 months

· Scalability

· 300,000 customers at launch

· 1,200,000 customers within 12 months

· 3,000-4,000 simultaneous users at launch (peak)
· 10,000-15,000 simultaneous users within 12 months (peak)
· Cap access at 10% above manageable peak (i.e. a small amount of degradation is acceptable but only a small amount)

· Ability to rapidly add an extra server or two to increase capacity would be useful

· Security

· All transactions to be encrypted

· Three points of identification required

· Username

· PIN
· OTP
· All personal details to be stored in encrypted form

· All account details to be stored separately from personal details

· All servers to be protected from DoS attacks

· All servers to be protected from data-gathering

· Manageability

· All servers to be monitored for 'health'

· CPU

· Memory

· Disk space

· Bandwidth

· Total system health to be monitored in same manner

· Including single points such as Network bandwidth at switch

· Error and debug logging to be configurable

· Time-series reports for trend analysis

· Maintainability

· Lots of tests!!!!!

· Handover documentation

· Clean code

· Portability

· “We may want to move to open source software later on”

· Usability

· “The system must be simple and easy to use”

· It must pass W3C 'Level 2' accessbility guidelines

· Aesthetics

· Has to be really sexy
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